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IPv4 is Over!
• In case you haven’t noticed it …

• What is your plan? Maybe CGN?

• Or dual-stack?
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CGN Breaks …
• UPnP-IGD (Universal Plug & Play - Internet Gateway Device protocol)
• NAT-PMP (NAT Port Mapping Protocol)
• Other NAT Traversal mechs
• Security
• AJAX (Asyncronous Javascript And XML)
• FTP (big files)
• BitTorrent/Limewire (seeding – uploading)
• On-line gaming
• Video streaming (Netflix, Hulu, …)
• IP cameras
• Tunnels, VPN, IPsec, ...
• VoIP
• Port forwarding
• ...

• Most of the can be solved with extra work, ALGs, etc., but means extra resources, more 
overload of the CGN, so less throughput/performance: Need more CGNs for the same user-
base
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Cost of “not” Deploying IPv6
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Buying CGNs or IPv4 Addresses
• You buy CGNs instead of IPv4 

addresses
– You start rotating the IPv4 pools at 

the CGNs because they get 
blocked after some time

– Then you discover a couple of 
years after, that all your IPv4 
addresses are blacklisted

– Then you buy new addresses …

• Why not buying the addresses 
(now that are cheaper and 
available) instead of buying the 
CGNs?

https://www.ausnog.net/sites/default/files/ausnog-2018/presentations/2.6_Phil_Britt_AusNOG2018.pdf
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Dual-Stack is NOT the Future
• We can’t anymore think in dual-stack across an entire 

network: IPv6-only with IPv4aaS (IPv4-as-a-Service)
• Remove IPv4 as much as you can (access, even core) and 

keep dual-stack in “client” VLANs
– As we are used to: Private IPv4 behind NAT
– Add IPv6 GUA
– Ensures that old apps and devices will keep working

• You can keep also dual-stack in a DC, but not really needed
– Many organizations can’t do that anymore

• IPv6-only comes to the DC: SIIT-DC (RFC7755)
– Other choices, including SIIT-DC-DTM (RFC7756)
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IPv6-only+IPv4aaS Alternatives
• DS-Lite
• lw4o6
• NAT64 (only IPv6!, no IPv4aaS)
• 464XLAT
• MAP-E
• MAP-T

• Cellular networks ONLY support NAT64 or 464XLAT
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lw4o6
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MAP-E
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MAP-T
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NAT64 is NOT a Valid Solution
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• IPv4-only devices 
or apps will not 
work

• Some apps will 
don’t work:
– Peer-to-peer using 

IPv4 “references”
– Literal addresses
– Socket APIs
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464XLAT is the Solution
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• ONLY valid 
solution for 
cellular 
networks

• Best solution 
for broadband:
–Wired
–Wireless
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464XLAT Traffic Flows
• Dual-stack 

support in user 
LANs, cellular 
apps and 
tethered 
devices

• Typically
– >85% IPv6
– 14% NAT64
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RFC8585, RFC8683 and more
• Starting points:

– RFC8585 tells your CE providers what you need
– RFC8683 is about considerations for your network
– Work in progress:

• draft-ietf-v6ops-transition-comparison
• draft-ietf-v6ops-ipv6-deployment

• However … every network is a different (and special) animal
• We have done many real cases, last one with 25 million 

subscribers ( “work in progress”)
– Cellular, DSL & GPON
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Savings
• CapEx and OpEx
• Avoid paying for IPv4 addresses
• If you replace CEs, reduce your investment in NAT64
• You can “sell” the CEs to customers because new “features”

– Better WiFi coverage and security
– New functions: opportunity for triple-play or 4K/8K IPTV
– More bandwidth
– Move customers from DSL to GPON and analog voice to  VoIP
– IoT offering
– Upgraded warrantee
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Thanks!
Contact:

@JordiPalet
jordi.palet@theipv6company.com


