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University of Hawaiʻi (UH) System
3 Universities
• UH Hilo
• UH Mānoa
• UH West Oʻahu

7 Community colleges and 
community based learning centers
• Hawaiʻi Community College
• Honolulu Community College
• Kapiʻolani Community College
• Kauaʻi Community College
• Leeward Community College
• UH Maui College (Maui)
• Windward Community College

Students: 50,000+
Employees: 9,000+



Information Technology Services

• Vice President for IT & CIO
• Manage and maintain all system-wide information systems & services

• Institutional Information Systems 
• Network & Technology Infrastructure
• High Performance Research Computing
• Information Security

• 160+ full time staff, 120+ student employees
• CISO direct report to VP IT & CIO

• InfoSec Staff = CISO + 5 Information Security Specialists



Distributed IT

• Many of our campuses and colleges within the University have their 
own IT staff
• Follow recommendations from Central IT
• Some centralized tooling but need Distributed IT to implement
• Lots of public IPv4 usage so… BIG ATTACK SURFACE!





NoEscaping…

• Received multiple reports from users that a note was on their 
machine
•  Users reported

• Files were not accessible
• Could not connect to servers on their network 





Hawaiʻi Community College

• Small community college located on Hawaiʻi Island
• Four different sites across the island
• No central Hawaiʻi CC network

• Each site connected to the UH backbone to get to the internet

• No campus firewalls





What we knew so far…

• Multiple computers across the Hawaiʻi CC network have a ransom 
note
• Computers that weren’t impacted can’t access important servers on 

their network
• The ransom note links to a leak site claiming to have stolen data



Taming the Chaos

• Stop the spread
• Is there any impact to other campuses?
• Determine what data was stolen and from where?
• Are they still in the network? What else did they compromise?
• Get “business” up and running again



Escaping NoEscape

• Shut down all WAN connections at each of the four sites’ gateways
• Temporarily reengineer the network from the four remote sites to 

come under our spare firewall on Oʻahu
• Implement firewall rules to take campus offline (block all network 

traffic)
• Stand up new clean network on our firewall 
• Bring campus systems back online





Temporary Hawaii CC Network

• Remote sites have multiple 
VLANs that are VXLAN’ed 
(tunneled) across UH network to 
UH Manoa
• Temporary firewall to control 

access
• Moved to private RFC1918 

addressing + NAT





Reclaiming the network

• Prioritize business functions to bring back online
• Wipe and bring machines back online into clean network with secure 

configuration
• Rebuilt critical servers with hardened configurations
• Continue investigation into impacted data and source of intrusion



After the escape…



Impacts of Ransomware

• Reputational damage
• Lots of time and money spent on:

• Recovery
• Loss of productivity
• Investigation

• Stolen data, damage to data
• Staff burnout
• Will you pay the ransom?



New Hawaiʻi Community College Network

• Remote sites have multiple VLANs that are VXLAN’ed (tunneled) 
across UH network to main Hawaiʻi CC campus
• New centralized campus firewall that connects all of the four Hawaiʻi 

CC sites
• On the same private RFC1918 addressing + NAT as the temporary 

network



“Copy cats” 



Lessons Learned



Active Directory

• Attackers leverage insecure configurations/usage to compromise 
network
• Most common active directory security issues and how to fix them: 

https://adsecurity.org/?p=1684 

• Harden Active Directory using Tiered Model
• https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblo

g/protecting-tier-0-the-modern-way/4052851 

• Audit Active Directory health using Ping Castle
• https://www.pingcastle.com/ 

https://adsecurity.org/?p=1684
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://techcommunity.microsoft.com/blog/coreinfrastructureandsecurityblog/protecting-tier-0-the-modern-way/4052851
https://www.pingcastle.com/
https://www.pingcastle.com/


Know your data

• What data are you keeping?
• Is there any reason to keep it?
• If it’s important, is it protected?
• It’s okay to delete!



Security Tooling

• Endpoint Detection and Response (EDR)
• Security Information and Event Management (SIEM)

• Wazuh (https://wazuh.com/)

• Review and respond to your alerts
• Baseline normal so abnormal is obvious

https://wazuh.com/


Other Takeaways

• Develop a positive security culture
• Are you able to “lock down” your network quickly? 
• Know your attack surface / device inventory
• Patch, stay up to date
• Regularly check your defenses

• Firewall rule review
• Vulnerability scanning

• Inside/Outside of your network



Thank You!

Melvin Quemado
mquemado@hawaii.edu


